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Multilevel Security in Face Authentication
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Abstract— The security and trust in using biometrics as a mean to verify the authenticity entirely lies in preserving the privacy of digital
biometric data (e.g., face images) stored in a central database. The possibility of using visual cryptography and steganography for
imparting privacy to biometric data such as fingerprint images, iris codes, and face images is explored. The biometric information such as
the private face image is decomposed into two host face images (known as sheets, shares or transparencies) that are stored in two
separate database tables such that the private image can be revealed only when both sheets are simultaneously available, and the
individual sheet images do not reveal the identity of the private image. In order to provide an extra level of security, the concept of
steganography is also included in the proposed project. The username and password which is used for the authentication of the user is
stored in a hidden format using steganography. The username and password are stored in the transparencies of the face image. The
combination of biometrics, visual cryptography and steganography in the proposed system with mutually interconnected security

mechanism provides the best authentication system.

Index Terms— Authentication system, Biometrics, Pixel division, Security, Shares, Steganography, Visual Cryptography.

1 INTRODUCTION

HE Biometrics or biometric recognition refers to the iden-

tification of humans based on physical or behavioural
traits or characteristics such as face, fingerprints, iris, gait and
voice. Biometrics is used in computer science as a form of identi-
fication and access control. It is also used to identify individuals
in groups that are under surveillance. A biometric authentication
system operates by acquiring raw biometric data from a subject
(e.g., face image), extracting a feature set from the data (e.g.,
Eigen-coefficients), and comparing the feature set against the
templates stored in a database in order to identify the subject or to
verify a claimed identity[1].
Biometric identifiers are the distinctive, measurable character-
istics used to label and describe individuals. Biometric identi-
fiers are often categorized as physiological versus behavioural
characteristics. A physiological biometric would identify by
one's voice, DNA, hand print or behaviour. Behavioural bio-
metrics is related to the behaviour of a person, including but
not limited to: typing rhythm, gait, and voice. Some research-
ers have coined the term behaviometrics to describe the latter
class of biometrics.

Many different aspects of human physiology, chemistry or
behaviour can be used for biometric authentication. The selec-
tion of a particular biometric for use in a specific application
involves a weighting of several factors. It is identified that
seven such factors to be used when assessing the suitability of
any trait for use in biometric authentication. 1) Universality:
means that every person using a system should possess the
trait. 2) Uniqueness: means the trait should be sufficiently
different for individuals in the relevant population such that
they can be distinguished from one another. 3) Permanence:
relates to the manner in which a trait varies over time. More
specifically, a trait with 'good' permanence will be reasonably
invariant over time with respect to the specific matching algo-
rithm. 4) Measurability (collectability): relates to the ease of
acquisition or measurement of the trait. In addition, acquired
data should be in a form that permits subsequent processing
and extraction of the relevant feature sets. 5) Performance:

relates to the accuracy, speed, and robustness of technology
used (see performance section for more details). 6) Acceptabil-
ity: relates to how well individuals in the relevant population
accept the technology such that they are willing to have their
biometric trait captured and assessed. 7) Circumvention: re-
lates to the ease with which a trait might be imitated using an
artifact or substitute.

In this paper, the use of visual cryptography is explored to
preserve the privacy of biometric data (viz., raw images) by
decomposing the original image into two images in such a
way that the original image can be revealed only when both
images are simultaneously available; further, the individual
component images do not reveal any information about the
original image. During the enrolment process, the private bi-
ometric data is sent to a trusted third-party entity. Once the
trusted entity receives it, the biometric data is decomposed
into two images and the original data is discarded. The de-
composed components are then transmitted and stored in two
different database servers such that the identity of the private
data is not revealed to either server. During the authentication
process, the trusted entity sends a request to each server and
the corresponding sheets are transmitted to it. Sheets are over-
laid (i.e., superimposed) in order to reconstruct the private
image thereby avoiding any complicated decryption and de-
coding computations that are used in watermarking steganog-
raphy, or cryptosystem approaches. Once the matching score
is computed, the reconstructed image is discarded. Further,
cooperation between the two servers is essential in order to
reconstruct the original biometric image.

2 VISUAL CRYPTOGRAPHY

One of the best known techniques to protect data such as
biometric templates [4] is cryptography. It is the art of sending
and receiving encrypted messages that can be decrypted only
by the sender or the receiver. Encryption and decryption are
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accomplished by using mathematical algorithms in such a way
that no one but the intended recipient can decrypt and read
the message. Naor and Shamir [3] introduced the visual cryp-
tography scheme (VCS) as a simple and secure way to allow
the secret sharing of images without any cryptographic com-
putations. VCS is a cryptographic technique that allows for the
encryption of visual information such that decryption can be
performed using the human visual system. The basic scheme
is referred to as the k -out-of- n VCS which is denoted as (k,n)
VCS. Given an original binary image, it is encrypted in imag-
es, such that T=Sp; € Sno & Sps E...... Shk where & is a Boole-
an operation, Sn , h; € 1,2,...k is an image which appears as
white noise, k < n, and n is the number of noisy images. It is
difficult to decipher the secret image using individual Sy’s.
The encryption is undertaken in such a way that k or more out
of the n generated images are necessary for reconstructing the
original image.

In the case of (2, 2) VCS, each pixel P in the original image
is encrypted into two sub pixels called shares. Note that the
choice of shares for a white and black pixel is randomly de-
termined (there are two choices available for each pixel). Nei-
ther share provides any clue about the original pixel since dif-
ferent pixels in the secret image will be encrypted using inde-
pendent random choices. When the two shares are superim-
posed, the value of the original pixel P can be determined. If P
is a black pixel, we get two black sub pixels; if it is a white pix-
el, we get one black sub pixel and one white sub pixel. There-
fore, the reconstructed image will be twice the width of the
original secret image and there will be a 50% loss in contrast.
However, the original image will become visible.

2.1 Grey Level Extented Visual Cryptographic Schemes

(GEVCS)

VCS allows one to encode a secret image into sheet imag-
es, each revealing no information about the original. Since
these sheets appear as a random set of pixels, they may pique
the curiosity of an interceptor by suggesting the existence of a
secret image. To mitigate this concern, the sheets could be re-
formulated as natural images as stated by Naor and Shamir
[3]. Nakajima and Yamaguchi [8] proposed a theoretical
framework to apply extended visual cryptography on gray
scale images (GEVCS) and also introduced a method to en-
hance the contrast of the target images. The GEVCS operates
by changing the dynamic range of the original and host imag-
es, transforming the gray-level images into meaningful binary
images (also known as halftoned images) and then applying a
Boolean operation on the halftoned pixels of the two hosts and
the original image.

3 RELATED WORKS

Protection of biometric data and templates is a crucial is-
sue for the security of biometric systems, and biometric wa-
termarking is introduced for this purpose [4]. However, wa-
termarking introduces extra information into the biometric
data (biometric images or biometric feature templates) which
lead to certain image distortion. In addition, watermarked
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images are always subject to the risk of being attacked. Hence,
whether and how biometric recognition performance will be
affected by biometric watermarking deserves investigation.
Introduced two application scenarios in the context of iris
recognition, namely protection of iris templates by hiding
them in cover images as watermarks (iris watermarks), and
protection of iris images by watermarking them. They found
out that watermarking iris images does not introduce detecta-
ble decreases on iris recognition performance whereas recog-
nition performance drops significantly if iris watermarks suf-
fer from severe attacks.

Ratha ef al.[5] explains several problems that are unique to
biometric authentication systems and propose solutions to
many of those problems. This paper mainly focuses on finger
print recognition as a model but the concepts and solutions
can be extended for the analysis of other biometric authentica-
tion methods. Methods are proposed for preserving the priva-
cy of the individuals enrolled in the biometric database. This
method used a technique of storing a transformed biometric
template instead of the original biometric template in the da-
tabase. This was referred to as a private template or a cancel-
lable biometric. The transformation made by adding a series of
noise pixels into the biometric template.

Davida et al.[6] discuss about secure offline authenticated
user identification schemes based on a biometric system that
can measure a user's biometric accurately (up to some Ham-
ming distance). The schemes presented here enhance identifi-
cation and authorization in secure applications by binding a
biometric template with authorization information on a token
such as a magnetic strip. Schemes are also developed specifi-
cally designed to minimize the compromise of a user's private
biometrics data, encapsulated in the authorization infor-
mation, without requiring secure hardware tokens. It also
studies the feasibility of biometrics performing as an enabling
technology for secure system and application design.

The Active Appearance Model (AAM) concept [7] show an
efficient direct optimization approach that matches shape and
texture simultaneously, resulting in an algorithm that is rapid,
accurate, and robust. This method does not attempt to solve a
general optimization problem each time to fit the model to a
new image. Instead, it exploits the fact that the optimization
problem is similar each time so that it can learn these similari-
ties offline. This allows finding directions of rapid conver-
gence even though the search space has very high dimension-
ality. It also described a method of matching statistical models
of appearance to images. A set of model parameters, control
modes of shape and gray-level variations are learned from a
training set.

In [8], Extended Visual Cryptography is discussed which
is a type of cryptography that encodes a number of images in
the way that when the images on transparencies are stacked
together, the hidden message appears without a trace of origi-
nal images. The decryption is done directly by the human vis-
ual system with no special cryptographic calculations. This
paper presents a system which takes three pictures as an input
and generates two images which correspond to two of the
three input pictures. The third picture is reconstructed by
printing the two output images onto transparencies and stack-
ing them together. While the previous researches basically
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handle only binary images, the extended visual cryptography
scheme is suitable for natural images. Generally, visual cryp-
tography suffers from the deterioration of the image quality.
Extended visual cryptography also describes the method to
improve the quality of the output images. The trade-off be-
tween the image quality and the security are discussed and
assessed by observing the actual results of the extended VCS
method.

4 PROPOSED SYSTEM

With the availability of modern high performance hard-
ware and latest software technologies, the security of any sys-
tem can be easily breached and compromised. In such a situa-
tion the one and only one option which provides a higher de-
gree of security is biometric authentication methods. Even if
biometric authentication is capable to prevent the unauthor-
ized access to the system, it does not guarantee that the au-
thentic person can always access a system with ease even if an
intruder modified or altered the secret database of the authen-
tication system. To avoid this problem the most common
method of image encryption technique that is visual cryptog-
raphy is employed together with the biometrics. The proposed
system shown in Fig.1l provides a high level of security as
compared to other traditional authentication systems.

4.1 Components of Proposed System

In this proposed system, the use of visual cryptography is
explored to preserve the privacy of biometric data (viz., raw
images) by decomposing the original image into two images
in such a way that the original image can be revealed only
when both images are simultaneously available; further, the
individual component images do not reveal any information
about the original image. The proposed project has three sig-
nificant components.

4.1.1 Public Host Image Database

The use of face images as hosts for a private face image (as
opposed to using random  noise or other natural images) has
several benefits in the context of biometric applications [2].
The demographic attributes of the private face images such as
age, gender, ethnicity, etc. can be retained in the host images
thereby preserving the demographic aspects of the face while
perturbing its identity. Alternately, these demographic attrib-
utes, as manifested in an individual’s face, can also be deliber-
ately distorted by selecting host images with opposite attrib-
utes as that of the private image. A set of public face images
(e.g., those of celebrities) may be used to host the private face
database. That is, a small set of public images can be used to
encrypt the entire set of private face images. Using non-face
images as hosts may result in visually revealing the existence
of a secret face. While decomposing the face image into ran-
dom noise structures may be preferable, it can pique the inter-
est of an eavesdropper by suggesting the existence of secret
data.

Fig.1 Architecture of the proposed approach
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4.1.2 Trusted Third Party Entity

The trusted third party is a component which is capable of
performing both storing and decomposing of the image that
has to be stored in the biometric database. The image which
has to be stored in the database is taken either with a camera
present along with the system or it is manually stored by cap-
turing the image by an external digital camera. The image in-
put in the previous step is temporarily stored in a database
table until it gets encrypted in the next step. The image is de-
composed into two different images or shares and the initial
image is discarded. Two face images stored in the host data-
base are selected. The face image decomposed in the step 3 is
encrypted pixel by pixel using the two host images selected
from host database. The two shares are moved to two different
database tables. During authentication phase the image of the
person who is trying to access the system is taken with the
help of a camera (webcam). The trusted entity sends a request
to each database tables. The corresponding sheets are trans-
mitted to the third party entity. Sheets are overlaid (i.e., super-
imposed) to reconstruct the private image. Once the matching
score is computed, the reconstructed image is discarded. If the
image reconstructed is matching with the newly taken image,
then authentication is provided to that particular user.

4.1.3 Steganographic Componente

The proposed system provides an added security by em-
ploying steganographic techniques. The commonly used
Username and password system of authentication is modified
in this method. Normally the username and password are
stored as such in the database, here in this system the user
name and password are kept hidden in the transparencies of
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face image generated in the previous stage. This is done using
LSB steganography technique.

4.2 Selection of Host

The selection of compatible hosts, for encrypting the private
face image is done such that the user face image can be com-
pletely kept hidden securely inside the host image. Both the
user image and the host image selected must be of compatible
size. That means, the length and breadth of both the images
must be at the most equal or the size of the host image should
be greater than the user image. Any situation in which the
user image is greater than the public host image will results in
an exception or error. The resolution or quality difference in
the user image and public host image does not have any sort
of impact in the accuracy of result. Because of this technique, it
is able to hide the user image behind the host image without
making any trace of existence of one secret image visible to the
external viewer.

In [2] the selection of the cover image from the public host
image database is purely based on a factor called registration
cost or transformation cost. Transformation Cost (T.) is the
cost of registering (aligning) each image in the public dataset
with the private image. These costs are sorted in order to lo-
cate two host images, and the host images for which the trans-
formation cost is the smallest will be selected. Obviously the
reason for avoiding such a technique for host image selection
is the higher computational time. Apart from higher computa-
tional time, it also increases the load of the system as it re-
quires the comparison of a single user image with as much
images present in the host image database. Because of the rea-
son of higher time and space complexity, the above mentioned
method is completely avoided in this system and is replaced
by a random selection criterion as required by the administra-
tor or trusted third party.

4.3 Algorithms for Facial Image Encryption

The sequence of steps followed for the encryption of a face
image is summarized here. At first the private face image
which has to be encrypted is entered into the system with the
help of a camera attached to the system or by loading a digital
image which is already stored in the system. Next select two
face images from the public host image database. Selection of
host image is done randomly or as desired by the trusted third
party. After selecting two host images (Ha Hs) they are
aligned with the face image O. In the next step the aligned
host and private images are cropped to capture only the facial
features. Then encrypt the facial image in host images Hg and
Hs, using Grey-level extended visual cryptography scheme
resulting in shares S; and S». The Grey level extended visual
cryptography has different stages within it. Initially consider
three pixels at a time, such that one pixel is from the secret
image ant the remaining two pixels are from the host images.
Divide the pixels into sub pixels using pixel expansion meth-
od. Determine the triplet t;, to, and tr, where t; and t; are the
pixels in the share and tris the target pixel. tris the target pix-
el constructed by the combination of pixels t;, and t,, Construct
the collection matrix C. C is a set of xm Boolean matrices
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where m is the pixel expansion. Select matrix B from C for
encoding each pixel. Superimpose the shares S; and S2 to re-
trieve the actual secret face image.

4.4 Algorithms for Steganography

The principle of steganography is to hide one message
within the other without modifying the actual message. Usual-
ly an image is used as the cover image and a text is used as the
information to be hidden. The LSB [12] based steganography
have five different steps. Firstly the cover image is read from
the user and the text message which has to be hidden in the
cover image. Secondly convert the text message into binary
format. In the third step calculate the least significant bits of
each pixels of the cover image. In the next step replace the
least significant bits of the cover image with the each bit of
secret message one by one. And finally write the ste-
ganographic image.

5. Experiments and Results

5.1 Experiment 1

In this experiment, the impact of varying the number of
images in the host image database was investigated. The selec-
tion of hosts from the public dataset was based only on the
similarity level. The image with maximum dissimilarity is
considered as the cover image. It is found out that as the num-
ber of images present in the host image database increases, the
performance and accuracy of system increases up to a level.
But when the host image database is very much populated
then it negatively affects the system by increasing the perfor-
mance overhead on calculating the similarity level of the pri-
vate image with each of the host images.

Fig 2 Host Image Number Versus Performance Time

5.2 Experiment 2
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The purpose of this experiment was to determine if the
encrypted face images upon reconstruction could be success-
fully matched against the original private face images. For
this, the different face images of same individual with differ-
ent head rotations angles are taken. Out of these, the facial
images in which the facial features are clearly visible can be
accurately matched with the reconstructed image. If the facial
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features are not visible, i.e. the angle of head rotation is more
than 30 degree, in that case the similarity level drop down
nearly about 35 to 50 on average.

5.3 Experiment 3

In this experiment the effect of change in angle of rotation is
calculated. A set of images of same person are selected from
the IMM database. Out of the images, some image does not
reveal the facial features correctly because of rotation. In such
cases the matching gives a similarity value very less than that
of the acceptable threshold value. So it is found that image
capture must be done such a way that all the facial character is
properly and completely captured in the image.

Fig 3 Enrolled Image

Fig 4 Imag- es with Facial An-

gle Rotation

User Images Similarity Level With Enrolled Image
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5.4 Experiment 4

This experiment verifies the possible methods of attacks
that are likely to occur in this system during a cryptanalysis
process. In normal cryptography, the cryptanalysis process is
mainly classified based on the data the attacker possess and
used for decrypting the hidden information. The possible
methods of cryptanalysis are as follows.

Known cipher text only

Consider the first type of cryptanalysis with known cipher
Text. As the system deals with images the cipher data ( the
data after encryption) is also in the form of images. In this sce-
nario, an attacker knows a cipher data means that the attacker
is having either of the two final shares generated by the en-
cryption of the initial share with the randomly selected host
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image. since the data base contains different shares encrypted
with same host image, it is difficult to find the corresponding
user from the obtained cipher data (final share). It is also im-
possible to find out the matching pair of cipher data from an-
other database.
Known plain text only

In this system the plain text corresponds to the facial image
of the user. Suppose that the plain text is known to the attack-
er. If an attacker knows the exact facial feature of a user and
disguise as genuine user, then the system shows proper
matching between the genuine user and the attacker. But the
attacker cannot get complete success over the system as this
system provides multilevel security and it requires the match-
ing of other details such as user name, password and primary
key. If the attacker only knows the user name, password and
primary key then also the system will not provide access as
the facial features are not getting matched.

6 CONCLUSION

This paper explored the possibility of using visual cryptog-
raphy for imparting privacy to biometric templates. The con-
tribution of this project includes a methodology to protect the
privacy of a face database by decomposing an input private
face image into two independent sheet images such that the
private face image can be reconstructed only when both sheets
are simultaneously available. The algorithm selects the host
images that are most likely to be compatible with the secret
image based on geometry and appearance. GEVCS is then
used to encrypt the private image in the selected host images.
This helps to avoid the chance for revealing the existence of a
hidden image in the host image. It is observed that the recon-
structed images are similar to the original private image. The
application of steganography provides the added security. The
textual details are kept hidden in the individual shares so it
acts a multilevel security mechanism that exhibits a synergic
effect as a whole. Finally, experimental results demonstrate
the difficulty of exposing the identity of the secret image by
using only one of the sheets; further individual sheets cannot
be used to perform cross-matching between different applica-
tions. This system can be used with ease in several application
areas such as ATM counters, electronic voting systems, bank-
ing sector etc.
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